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Discrepancies can, however, not be ruled out. For this reason we cannot guarantee full
compliance. The contents of the manual are subject to regular checking for necessary
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Suggestions for improvement are welcome.

In order to point out particular paragraphs the following symbols are used in the INOSOFT

Legend
documentations:
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Hint

f In work
Example
execute

E Observe result

©/™/®

Passages with this sign should be read — and observed —
with particular attention.

Important paragraph

“additional information”

Many roads lead to Rome; here a shortcut is to be found.

Functions that are in preparation or already implemented
but not yet prepared for documentation.

Instructions to be carried out in an example

Results to be observed with carrying out the exemplary
instructions

Windows®, Windows NT®, Windows 2000® , Windows XP® are registered trademarks of
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Preamble

1 Preamble

About this manual

This manual contains specific information on the VisiWinNET alarm system such as (amongst
others) the explanation of the involved components, the operating reference of the editor,
and the description of the alarm system definitions.

Questions and Problems

For technical questions and problems please contact your responsible INOSOFT agent or the
INOSOFT GmbH Support under +49 (5221) 16 66 02 or email: Support@INOSOFT.com

Frequent questions and problems are dealt with on our homepage under WWWw.inosoft.com

There you will also find a support area for direct contact with our Main Office.


http://www.inosoft.com/

VisiWin Network configuration

1.1 Introduction

/ Introduction / Standard properties

VisiWinNET allows the projection of distributed applications in a Windows network. For this
purpose theVisiWin project administration offers different Client/Server project types.
Moreover, it is possible for every project type to set up an OPC server on a remote computer
as a data source for the application.

For proper communication within the network the safety rules for the appropriate
applications must be configured. When doing this it must be taken into consideration that
there are different setting alternatives with different operating systems.

The components to be configured are fundamentally the following:

Component

VisiWinNET Manager

OPCServer

OPCEnum

Application

e In the Client/Server project type

e If a project-spanning user administration was activated
e If remote trends are used

e If the VisiWin engine itself acts an an OPC server for another
application

e If the OPC server in the network runs on another computer
e If at development time item definitions are to be read from an

OPC server that was installed on another computer (browser
interface).

This Help shows the required configuration steps for the Windows XP/Windows 2000 and
Windows NT operating systems.

The following documentation contains a tested configuration for
the most widely used network protocol (TCP/IP). It does not lay
claim to completeness, and in no way guarantees conformity with
current and future safety regulations as regularly published and
changed by Microsoft.

In plain language: visualization computers implemented in a
corporate network are as vulnerable as any desktop computer. If
necessary such subsystems must be secured against virus or worm
attacks or unauthorized access by additional protective measures.

The "Windows XP-Service Pack 2" subject shows clearly the
intensification of the conflict between vulnerability and running
capability of existing applications. New safety mechanisms for the
operating systems were implemented that in some cases brought
existing networks to a standstill after installation because the old
safety settings were deactivated or manipulated.



VisiWin Network configuration

/ Setting up networks under Windows NT / Windows 2000 / Standard properties

1.2 Setting up networks under Windows NT / Windows 2000

Service Pack 6.

>

For Windows NT the configuration introduced here refers to

For the communication between Server and Client via DCOM to be used different settings
have to be made with the computers involved in the network. For this purpose Windows
provides the , dcomcnfg.exe™ program. The program can be accessed via , Start -> Run ->

dcomcenfg™.

T

Tvpe the name of a program, Folder, document, ar
Internet resource, and \Windows will open it for waou.

2 x|

Cpen: I dcamcnfg

Zancel

I

| Browse, ., |

[~

The DCOM settings described below are dependent on the network used (LAN,WAN, RAS).

1.2.1 Standard properties

The application is divided into four main areas that can be accessed via the tabs at the top

edge.
Distributed COM Configuration Properties I |
Applications  Default Properties I Default Security | Default F'mtocolsl
¥ Enable Distributed COM ah this computer
[” Enahle COM Intemnet Services an this computer
— Diefault Digtributed COM communication properties
The Authenhication Level specifies secunty at the packet level.
Default duthentication Level:
The Imperzonation Level specifies whether applications can
determine who is calling them. and whether the application can do
operations using the clisnt's identity.
Drefault Impersonation Level;
f1dentify |
[~ Provide additional security for reference tracking
ak. I Cancel Apply

1.2.2 Standard safety

DCOM must be activated on all
participating computers.

The standard authentification level must
be set to (None).

The standard identity change level must
be set to “Identify”.

This dialog must always be also activated
with the Client party.

Here the standard safety for COM connections can be set (see Applications: Safety).

3
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/ Setting up networks under Windows NT / Windows 2000 / Standard protocols

1.2.3 Standard protocols

Applicationsl Diefault Propertiesl Default Security  Default Pratacols |

DCOM Protocols:

4 {
i Connection-oriented 5P

T Connection-ariented MetBELI

T Connection-ariented Metbios ower P

Add Bemove | fiiowe upl Mowve Down Properhies. .. |

— Description

The zet of netwark protocols available ta DCOM on this maching. The
ordering of the pratocals reflects the priority in which they will be used.
with the top protocol having first priority.

21

0K I Cancel Apply
1.2.4 Applications
Distributed COM Configuration Properties e
Applications I Default Pmpertiesl Default Securityl Diefault F'rotocolsl

Applications:

Microsoft WEBEM Unzecured Apartment d
Mobzync

MSDAINITIALIZE

netman

Methd eating

MimzSwe

Paintbrush

Remote Debug Manager for Java

Femote Storage Recall Hotification Client

SEMS Logon Events

SEMS Metwork Events

SEMNS OnMaow Events

SEMS Subszcriber for EventSyztem EventObjectChange events
Sound Recorder

TlntSwr
WA

windows td anagement Inztrumentation
Windows Media Player
WordPad Document hd

PBroperties... |

o ]

Cancel | Apply |

system.

In this dialog the protocols are
determined that DCOM is to use for the
communication. In the process the
protocol in the top position has priority.
That place should be taken by TCP/IP.
The order can be changed via the “Up”
and “"Down” buttons.

Should TCP/IP not be shown in this list it
must be added to the DCOM protocols
lust via the “"Add” button.

Via this dialog the special DCOM
properties of a particular application are
configured.

With a Client/Server application the COM
server must be selected from the list. Via
the properties button the DCOM
properties of the COM server are
accessed.

The COM server is responsible for all Client/Server applications on a
computer, and therefore is only once required and configured for DCOM per

The DCOM properties configuration of the COM server is, again, divided into different

dialogs.

4
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General

General | Locationl Securit}ll Identit_l,ll Endpointsl

2l x|

— General properties of thiz DCOM application

Application name: TIntSwr

Application type: local zervice

Service name: TlntSwr

suttentcaion Levet: [T ~ |

Location

QK I Cancel Apply

General  Location | Securit_l,ll Identityl Endpointsl

The following zettings allow DCOM to locate the corect computer far this
application. If you make more than one selection, then DCOM uges the first
applicable one. Client applications may overide vour selections.

[~ Pun application on the computer where the data s located

[+ Run application on this computer

[~ Fun application on the following computer:

Browse... |

oK I Cancel Apply

/ Setting up networks under Windows NT / Windows 2000 / Applications

In this dialog the authentification level
must be set to (None).

The location of a COM server is always
“This computer".

This dialog is not relevant for the
clearance of a COM server.

Only old client applications require an
entry here if they are not in a position
to directly address a computer in the
network.

5
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/ Setting up networks under Windows NT / Windows 2000 / Applications

Safety
Under Windows 9x/ME only the “User-defined access rights” can be allocated here.
21X In this dialog user-defined access and
Genelall Location  Security I Identityl Endpointsl start I‘ightS for the COM server must be

{~ Use default access pemissions allocated.

& Use custom access permissions . . .
The appropriate rights are allocated via

Edit.. | the “"Edit” button.

The configuration rights are irrelevant,
and need not be changed.

‘fou may edit who can access this application,

™ |ze default launch permizsions

% {se custom launch pemmissions

“riou may edit who can launch this application.

Edit.. |

™ |se default configuration permissions

~ ™ Usze custom configuration permizsions
“Y'ou may edit who can change the configuration information for this

application.
Edi... |
aK I Cancel | Apply |

Registry ¥alue Permissions X|| New users can be added, and

Registy Value:  AccessPermission appripriate rights allocated via the
Owner: Mafalda [ afalda) “Add” button.
Marne:

The following settings are to be made:

VEINONE

e Access right:
e All (allow access)

e Start right:

Tupe of Access: |Allow Access j e All (allow start)

0K Cancel | Bemove | Help |
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Identity

Generall Locationl Security  Identity | Endpointsl

g 3

Which uzer account do vou want ba use o run this application?

™ The launching user

" This user;
1z I Browsze... |
Basswond: I
Canfirm Fazswond: I

(") The Spstem Sceount [services anly]

o]

Cancel Apply

End points

General | Lacation | Secuity | Identity  Endpoints |

2]

DCOM Protocols and endpoints:

Add Remaoyve

Eroperties... LClear

— Description

The zet of protocols and endpoints available for use by clients of this
DCOM zerver. The spstem defaults entry indicates that the default sst
of DCOM protocols and endpoints for the maching will be used.

i]¢ Cancel Apply

/ Setting up networks under Windows NT / Windows 2000 / Applications

The identity must be set to “Interactive
user”.

The started OPC server is only available
to further clients as interactive users.

All other settings start the server in an
own process area. A further client
application then starts the server anew
and the clients do not use the same
information.

Here Standard system protocols...
should be set. With this the COM server
uses the protocols set in the Standard
protocols dialog (see 2.2.3 Standard
protocols).

7
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/ Setting up networks under Windows XP (SP1) / Standard properties

1.3 Setting up networks under Windows XP (SP1)

For the communication between Server and Client via DCOM to be used different settings
have to be made to the DCOM configuration with the computers involved in the network.

Under Windows XP the DCOM configuration can be set within the component services. The
component services can be opened via the system control (Start menu—Control
panel—selection of list entry "Administrative tools"—selection of list entry "Component

: n
services'.

The DCOM settings described below are dependent on the used network (LAN,WAN, RAS).
See also:

Troubleshooting with DCOM-Settings

1.3.1 Standard properties
To open the standard properties navigate the component services tree as follows: "Console

tree—>Component services—>Computer". Via the “Properties” context menu of the “My
Computer” list entry in the r.h. list the appropriate dialog is opened.

My Computer Properties @g| DCOM must be activated on all
participating computers.
Default Pratocals MSDTC Diefault COM Security

General Options Default Properties The Default authentification level must
be set to (None).

[+ Enahle Diztibuted COM o this cormputer

[~ Enable COM Intemet Services on this complter The default Impersonation level must be
set to “Identify”..

Default Digtributed COM Communication Froperties

The Authentication Level specifies security at the packet level. This dialog must always also be activated
Default Authentication Level: with the client party.
Hane j

The impersonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
uzing the client's identity,

Default Impersonation Level:

I dentify |

Secunty for reference racking can be provided if authentication is used
and that the default impersonation level iz not anonymous.

-

QK. ] [ Cancel

1.3.2 Default COM Security

Here the standard safety for COM connections can be set (see Applications: Safety).
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1.3.3 Default protocols

My Computer Properties

General
Default Pratocals

DCOM Pratocols

Ll ]l

Ease

Add

nhection-orented SP

Remove

Optionz
MSDTC

Default Properties
Default COM Secunty

Move Down|  Properhies...

Description

The set of network protocols available to DCOM on thiz machine. The
ordering of the protocols reflects the prionty in which they will be used,
with the top pratocol having first pricrity.

[1]4 ] [ Cancel

1.3.4 Applications

Component Services

@ File  Action  View Window Help

(L3 Console Root
= Component Services
= (1 Computers
=3, My Computer

# ([ coM+ Applications
w423 DCOM Config
[ Distributed Transackion C
[ Running Processes

4 % Event Yiswer (Local)

-8y services (Local)

EBEX

=lex]

!E g
DCOM Config 187 object(s)
Hame Application 1D ~
&P viice Dictation M...  {35522CA0-67CE-11cf-9BEB-DB00SAFCIA4L}
& volume Shadow C... {S6BE718B-2F76-4dfa-8702-67AE10044F 0B}
& wrptstatus {A35CDSEE-ED16-11D2-9392-D080CBC0BAES y
;‘ {FAFS3CCH-EDT3I-4E36-83F 1 -2B23F46E51 3E}
& tReport. 11D6-96C0-0050BABIFCDZ)
& wseraphicslib....  {19501A436-762F-44BF-OF CB-FEEBESF 12049}
& bbrowssr  4133D1773-ESCD-1101-BBAT-0060062BFEB4)
E$WIA Device Mana... {A1F4E726-BCFL-11D1-BF92-0060081EDG1 1}
&8 wia Logger {A1E75357-6814-419E-83E2 BE1 6DB197C58)

iaacmgr {£32549C4-C2BE-4BCC-9007-0FCI51 10926E)
& indows Manage.., {BBCIFOSE-DBGE-1100-A075-D0CD4FBEE520}
& windows Media Pl... {22DEF312-B0FE-1100-044B-0080C74CPEDS)
&3 itindows Media Pl... {BAC54AS4-355E-11D3-B3E6-00A0CIZAZF2D}
& iPlayer Taskn,.. {395BF287-6477-4957-8427-2009A23C3248}
& whpstub {71672984-5579-43C7-A1F7-61D253393884)
&3 ordpad Document  {73FDDCB0-AEAS-101A-35A7-00AAII74959)
§§wstart {FEBDE4ES-DSAA-4DIF-8E67-BCBOF2246E2 1} 3

/ Setting up networks under Windows XP (SP1) / Default protocols

In this dialog the protocols are
determined that DCOM is to use for the
communication. In the process the
protocol in the top position has priority.
That place should be taken by TCP/IP.
The order can be changed via the “Up”
and “"Down” buttons.

Should TCP/IP not be shown in this list it
must be added to the DCOM protocols
lust via the “"Add” button.

After this the dialog can be closed.

Back in the main window of the
component services the individual
applications can be configured via the
entry "DCOM Config” in the tree.

With a Client/Server application the COM
server must be selected from the list. Via
the “Properties” context menu the
appropriate properties dialog for the
COM server is opened.

The COM server is responsible for all Client/Server applications on a
computer, and therefore is only once required and configured for DCOM per
system.

The DCOM properties configuration of the COM server is, again, divided into different

dialogs.
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/ Setting up networks under Windows XP (SP1) / Applications 10

General

YWOPC Server Demo Machine & Testing ¥1.0 Properties E|E| In this dialog the authentification level
must be set to (None).

General |Locati0n Securty | Endpaints | [dentity

General properties of this DCOM application
Application Mame:  WWOPL Server Demo Machine & Testing 1.0
&pplication [D: {F34BB8334-6452-1104-B13B-0050BACARCAE }
Application Type: Local Server
Authentication Level: | -

Local Pathy

kK ][ Cancel ” Apply

Location

YWOPC Server Demo Machine & Testing ¥1.0 Properties ﬁlg| The location of a COM server is always
“This computer™.

Genelall Location |Seculit_l,l Endpaints || |dentity

This dialog is not relevant for the

The following settings allow DCOM to locate the corect computer for this clearance of a COM server.
application. If you make mare than one selection, then DCOM uzes the first
applicable one. Client applications may overide your selections. Only old client applications require an
entry here if they are not in a position
[ Run application on the computer where the data iz located) to diTeCﬂY address a computer in the

network.

¥ Run application on this compter.

[ Run application on the fallowing computer:

[em

ak. ][ Cancel ” Apply
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Security

YWOPC Server Demo Machine & Testing V1.0 Properties |E|E|

General | Location | Security |Endpoints | dentity

Launch Permizzsions
7 Usze Default

% Custornize

i

Edt...

Access Permizsions

" Usze Default

f

Ed..

Configuration Permizsions

" Use Default

* Custornize

Ed..

ak. ][ Cancel ” Apply ]

Launch Permission

Security l

Group or user names:

ﬁi Adminigtrators [TRINIT Y Adminiztrators]
@ Everyone
€7 INTERACTIVE

€ ME [TRIMIT'ME)
€7 SvSTEM

Add.. ‘ Bemove |
Permizzions for Everyane Allow Deny
Launch Permizzion F
QK | Cancel

/ Setting up networks under Windows XP (SP1) / Applications

In this dialog user-defined access and
start rights for the COM server must be
allocated.

The appropriate rights are allocated via
the "Edit” button.

The configuration rights are irrelevant,
and need not be changed.

New users can be added, and
appripriate rights allocated via the
“Add” button.

The following settings are to be made:
e Access right:

e Everyone (allow access)

e Start right:

e Everyone (allow start)

11
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End points

YWOPC Server Demo Machine & Testing V1.0 Properties |E|E|

General | Location Securit_l,J| Endpoints |Identit_l,l

DCOM Protacals and endpoints:

Add

Description

The zet of protocols and endpoints available for use by clients of this
DCOM zerver. The system defaults entry indicates that the default
zet of DCOM protocols and endpointz for the machine will be uzed.

aF. ] [ Cancel

Identity

YWOPC Server, Demo Machine & Testing V1.0 Properties |'_ X

General | Location | Security Endpoints| |d8ntit.'r'|

‘which uzer account do pou want to uge to un this application?

" The launching ser.

" This user.

Ok H Cancel ” Apply

/ Setting up networks under Windows XP (SP1) / Applications

Here Standard system protocols...
should be set. With this the COM server
uses the protocols set in the Standard
protocols dialog (see 2.2.3 Standard
protocols).

The identity must be set to “Interactive
user”.

The started OPC server is only available
to further clients as interactive users.

All other settings start the server in an
own process area. A further client
application then starts the server anew
and the clients do not use the same
information.

12
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/ Setting up networks under Windows XP (Service Pack 2) / Applications

1.4 Setting up networks under Windows XP (Service Pack 2)

For the communication between Server and Client via DCOM to be used different settings
have to be made to the DCOM configuration with the computers involved in the network.

In addition, under XP SP2 the involved software components must be released with the
firewall that is activated as a standard.

Under Windows XP the DCOM configuration can be set within the component services. The
component services can be opened via the system control (Start menu—>Control
Panel—>selection of list entry "Administrative Tools"—>selection of list entry "Component

. n
services'.

H=13
@ File  Action Wiew Window Help - |& J
& & | | 2 D[ :

D Zonsole Rook Computers

= @ Companent Services m
= a Camputers Q

Stop M5 DTC
= @ My Computer M Con
. My o
+-(_1] CoM+ Applications Refresh all components
+-[_] DCOM Corfig
+1-|_7] Distributed Transaction C Wiew 4
+ [:l Running Processes

+ % Event ievser (Local)

+ Services (Local)

Properties

The DCOM settings described below are independent from the used network (LAN,WAN,
RAS). Standardeigenschaften

See also:

Troubleshooting with DCOM-Settings

13
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/ Setting up networks under Windows XP (Service Pack 2) / Default Settings

1.4.1 Default Settings

To open the standard properties navigate the component services tree as follows: "Console
Root—Component services—>Computer'. Via the “Properties” context menu of the “My
Computer” list entry in the r.h. list the appropriate dialog is opened.

My Computer, Properties

MSOTC
Optians

Default Protocols
General

Default COM Secunty
Default Propertiez

[V Enable Distibuted COM on this computes

[ Enable COM Internet Services on this computer
Default Distributed COM Communication Properties
The Authentization Level specifies secunty at the packet level.

Default Authentication Lewel:

MHone j

The impersonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
uzing the client's identity.

Default Imperzonation Level;

Identiy |

Secunity for reference racking can be provided if authentication is uzed
and that the default impersonation level iz not anohpmos.

-

14 ] [ Cancel

1.4.2 COM safety

General | Optiong | Defaul Properties |
Default Protocols | MSDTC COM Security

Access Peimissions

You may edit wha is allowed default access to applications. You may
alzo et limits on applications that determing their own permissions.

Edit Lirmits...

—Launch and Activation Permission:

Y'ou may edit who iz allowed by default to launch applications or
activate objects, vou may alzo zet lmits on applications that
determine their own permisgions.

Edit Limits... Edit Default...

(1] Cancel ASpply

DCOM must be activated on all
participating computers.

The default authentication level must be
set to (None).

The default Impersonation level must be
set to “Identify”..

This dialog must always also be activated
with the client party.

The dialog contains four buttons. Every
button opens a dialog to set the required
rights.

14
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Access Permission

Security l

Group or user nanes:

/ Setting up networks under Windows XP (Service Pack 2) / COM safety 15

The settings shown are to be made in all
four dialogs.

The following users are to be provided
with all rights each:

mANDNYMDUS LOGAM

m Everyone

€7 SYSTEM

Permizzions for SYSTEM

Local Access
Remate Adccess

“ANONYMOUS"”

“Everyone”

“System”

Every user must allow local as well as

Agd... | Bemove | L. .
remote access. Within the dialogs for the
Al Deny start rights the local start as well as the

O remote start are to be activated, too.
Ol

ak I Cahicel

A user not shown in the list is added in the following way:
e (Click the "Add” button to open the “"Add user” dialog.
e (Click the “"Extended” button.

e (Click the now visible “"Search now” button.

e Select the missing user from the list.
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/ Setting up networks under Windows XP (Service Pack 2) / Default protocols

1.4.3 Default protocols

My Computer Properties

General
Default Pratocals

Optionz
MSDTC

Default Properties
Default COM Secunty

DCOM Pratocols

N ari
nhection-orented SP

Ease

Add Remove Move Down|  Properhies...

Description

The set of network protocols available to DCOM on thiz machine. The
ordering of the protocols reflects the prionty in which they will be used,
with the top pratocol having first pricrity.

ak, ] [ Cancel

1.4.4 Applications

i Component Services

EEX

(@ Bl Action  Wiew Window Help =lElx|
= = £ Bn I g
(3 Console Ract DCOM Corfig 157 object(s)
=B Component Services Name application T =
= Computers Eyvoice Dictation M...  {35522CA0-67CE-1 1cf-9B0B-08005AFCIAH }
= %gaﬁ:iplmmns @ volume Shadow C... {56EE716B-2F76-4dfa-6702-67AE10044F OB}
53 DCOM Cordlg gbwutstaws {A35CD55E-ED18-11D2-9392 0080CHC0BAES
% (] Distrbured Transadtion € Even {FAFS3CCH-BD73-4E36-83F 1-2B23F45E513E}
- (1 Running Processes view » RIS SECEE
#1-{{il] Event viewer {Local) & 11D6-Ad1 BACIEZSE}
5 @EWEE; {Local) & jectRepart. 11D6-96C0-D050BAB1FCD2}
Eywscraphicalib....  {19501A36-762F-448F-OFCB-FEABEAF02043)
@y wwrwebbrowser  {13301773-E8CD-1101-BEA7-0060082BF 584}
@I Device Mana... {A1F4E726-6CF1-11D1-BF92-00600B1ED611}
&t Logger {1E75357-5514419E-93E2 BE16DB197CES}
iaacmar {E32549C4-C2B3-4BCC-90D7-0FC351 109288}
@y whindows Manags... {BBC3FOSE-DBEE-11D0-A075-00CO4FBEB520}
Ewindows Media Pl... {22D6F512 B0F6-1100-9448-0080C74CTESS)
@y windows Media Pl... {BBCS4454-355€-11D3-83EB-00A0CI2A2F 2D}
@y ihiPlayer TaskCn.., {395BF267-6477-495F 8427-2C09A23C3240)
Ewitipsiub {71672964-5579-43C7-A1FT-61 0253393084}
@y wiorcPad Document {73FDDCB0-AEAS-1014-38A7-00AK00374953)
2 3 §§wstart {FEBDB4ES-DEAA-4D1F-0B67-BCBOF2246E 21} 2

In this dialog the protocols are
determined that DCOM is to use for the
communication. In the process the
protocol in the top position has priority.
That place should be taken by TCP/IP.
The order can be changed via the “Up”
and “"Down” buttons.

Should TCP/IP not be shown in this list it
must be added to the DCOM protocols
lust via the “"Add” button.

After this the dialog can be closed.

Back in the main window of the
component services the individual
applications can be configured via the
entry "DCOM configuration” in the tree.

With a Client/Server application the COM
server must be selected from the list. Via
the “"Properties” context menu the
appropriate properties dialog for the COM
server is opened.

The COM server is responsible for all
Client/Server applications on a computer,
and therefore is only once required and
configured for DCOM per system.

The DCOM properties configuration of the COM server is, again, divided into different

dialogs.

16
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General
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YWOPC Server Demo Machine & Testing ¥1.0 Properties E|E| In this dialog the authentification level

General |Locati0n Securty | Endpaints | [dentity

General properties of this DCOM application

Application Type: Local Server
Authentication Level: |

Local Pathy

Application Mame:  WWOPL Server Demo Machine & Testing 1.0

Application [D: {F34B8334-6482-1104-B138-0050BACAECAE }

kK ][ Cancel ” Apply

must be set to (None).

Location

YWOPC Server Demo Machine & Testing ¥1.0 Properties ﬁlg| The location of a COM server is always

Genelall Location |Seculit_l,l Endpaints || |dentity

The following settings allow DCOM to locate the corect computer for this
application. If you make mare than one selection, then DCOM uzes the first
applicable one. Client applications may overide your selections.

[ Fun application on the computer where the data iz located

¥ Run application on this compter.

[ Run application on the fallowing computer:

[em

ak. ][ Cancel ” Apply

“This computer™.

This dialog is not relevant for the
clearance of a COM server.

Only old client applications require an
entry here if they are not in a position
to directly address a computer in the
network.

17



VisiWin Network configuration

/ Setting up networks under Windows XP (Service Pack 2) / Applications

Security

YWOPC Servern Demo Machine & Testing V1.0 Properties @@

|General Location | Security | Endpoints  |dentity

i~ Launch Permissions

& Lze Default

™ Customize Edit...

[ Acocess Permissions

& Usze Default

™ Customize Edi...

 Configuration Permizssions

* se Defaylt

" Customize Edit...

| ok H Cancel ][ Apply ]

End points

YWOPC Server Demo Machine & Testing V1.0 Properties |E|rg|

General | Location Security| Endpaints |Identit_l,l

DCOM Protocols and endpoints:

Add

Description

The zet of protocols and endpoints available for uze by clients of this
DCOM server. The system defaults entry indicates that the default
zet of DCOM pratocols and endpoints for the machine will be uzed.

a8 l ’ Cancel

In this dialog it is necessary to make
sure that the COM Server uses the
previously set standard rights. All
configuration settings must be set to
“Standard”.

Here Standard system protocols...
should be set. With this the COM server
uses the protocols set in the Standard
protocols dialog (see 2.2.3 Standard
protocols).

18
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Identity
YWOPC Server, Demo Machine & Testing V1.0 Properties |2|E| The identity must be set to “Interactive
: : e user”.
General | Location || S ecurity Endp0|nts| Identity |
‘which user account do pou want to uge to un thiz application’? The started OPC server is only available

to further clients as interactive users.

All other settings start the server in an

£ The launching user. own process area. A further client
 This user. application then starts the server anew
| and the clients do not use the same
| information.
~

Ok, H Cancel ” Apply
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1.4.5 Firewall
As announced earlier further settings need to be made with the Windows XP Firewall.

The appropriate configuration dialog is to be activated via the "Windows Firewall” menu
entry in the system control.

x| The “Exceptions” index card allows
General Exceptions | Advanced | the user to determine programs and

‘Windows Firewall iz blocking incoming netwark connections, except for the ports that are not to be superv1sed bY

programs and services selected below, Adding exceptions allows some programs the firewall.
to work better but might increasze your security risk.

Via the “Program” button a dialog is

Bz av Semiees opened that allows selecting
= .
e e — individual programs not to be
Lonnechon Manager . . .
File and Printer 5 haring supervised by firewall functions.
iTunes w ”
icrozaft Management Console Through the “Search” button
[ Microsaft Visual Studio NET 2003 individual application on the hard disc
] Remote Azsistance b hed f T ical
D] Rremote Desktop can : e s.earc ed for. Typica
[ UPHP Framewark = applications to be selected here are::
[l Wighafin gent flir W/ OPC-Server Konfiguration
[ VistwirMET Manager. sxe e OPCEnum.exe (Windows\System32)
[ Wisu ;I
4dd Progiam... Add Pt Edi. Delste | e (OPCServer.exe (Installation index)

e VWNManager (VisiWin-Installation

v Display a notification when Windows Firewsll blocks a program A
index)

What are the risks of sllowing edceptions?

Ok I Caticel |
xi| The “Port” button opens a dialog

|Jze these settings to open a port through Windows Firewall. To find the port allow1pg to re.lease a port. Here the
rurnber and protocol, consult the documentation for the program or service pou followmg settings are to be made:

want to uze.
Name: DCOM

Port number: 135

Mame: |DCOM
The TCP option is to be activated.

Part number: I'I =

= TCP  upp

wihat are the rizks of opening 5 port?

LChange scope... | k. Cancel
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%= windows Firewall x|
General  Exceptions | Advanced I

‘Windows Firewall iz blocking incoming netwark connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increasze your security risk.

Frograms and Services:

Marme |L|

Microzoft b anagement Console

Microsoft Yisual Studio MET 2003

Fiemote Assistance

[0 Remate Desklap

0 UPKP Framework

[ Wishw/in Agent flr VW OPC-Server Konfiguration
WishwinME T Manager.exe

DCOM

[J%inCC flewible 2005 - Trace Server

WwS_FTP 95

AddPogam.. | AddPat. | Ede. | Delete |

v Display a notification when Windows Firewsll blocks a program

What are the risks of sllowing edceptions?

o]

Caticel |

21
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After finished entry the dialog presents
itself as follows. Individual releases van
be temporarily activated or deactivated
via the control boxes. If the network
function is no longer required on the
computer the releases can be
reassessed via the “"Delete” button.

With the first start of a DCOM access the firewall demands a

confirmation of the allowed access.
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1.5 Setting up a VisiWinNET Client under Windows XP SP2

The changed security principles in Windows XP SP2 require changes in the DCOM settings
and the user administration for the Client-Server operation of VisiWinNET.

See also:

Troubleshooting with DCOM-Settings

1.5.1 User administration

The setting "admit everyone/everything” no longer works in
| /l\ Windows XP SP2. Therefore, the user logged on with the
- L Client must be installed on the Server computer, too, with an
identical password.

1.5.2 DCOM settings

In the DCOMCNFG.EXE program the general DCOM properties are now set under
“Component services\Computer\Desktop” with the r.h. mouse button under properties:

Click on Start in the
task bar SK

Click on menu item

Execute
All Programs  *

Log OFf E Shut Dic

|4 start

Enter deomento abd (S 21

confirm with OK

= Type the name of a program, Folder, document, or
5 Inkernet resource, and Windows will open it Far yaou,

Qpen: I deomicnfgl j

(0] 4 I Cance| | Browse, ., |

22
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Double-click on
Component services

: Component Services

=10J %
. ) Fil=  Action Wiew Window  Hel |_ [l [
in r.h. window area @ = — - — oeR =181 x]
€= |\ B2
E o 0k Consale Rook
El Component Services Name I
: IE:I Ctn:fl?puter; i I@Component Services
ver! IS LB Event Wiewer (Local)
[#]- Services (Local) )
%Serwces (Local)
Double-click on i#:Component Services -3l x|
Computer in r.h.
K File  Action Wew ‘Window Help |_ ol
window area @ - — = - - =12 x|

e |BmX 2R 28]k &
[ Console Roak
El@ Component Services

-2 Computers -
% Event Yiewer (Local)

G- Services (Local)

g

Component Services 1 object(s)

Compukers

Click with r.h. mouse
button on Desktop

Component Services

_{ol x|
@ File Action Yiew ‘Window Help |_|5’|£|

Chckon'menultem G='P||><m|@|ﬁ|lg_g

Properties

|:| Console Root

El@ Campanent Services

| 423 Computers '
Event Wiewer (Local) Skop M5 DTC

% Services (Local) m

Refresh all components

Compukets

Wiew k
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With the standard
properties the Default
authentication level
must be set to
“*None”, and the
default impersonation
level to “Identify”.

Furthermore, DCOM
must be activated on
this computer.

Under COM Security in
the Access rights

e edit the Limits

e edit the Standard

/ Setting up a VisiWinNET Client under Windows XP SP2 / DCOM settings

Wy Computer Properties

Default Frotozols MSDTC Drefault COM Securiby
General Ophions Default Properties

Iv {Enable Distibuted COM an this computer

[~ Enable COM Internet Services on this computer
Default Distibuted COM Communication Properties
The Authentication Level specifies security at the packet level

Default Authentication Level;

MNaone j

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
uzing the client's identity.

Default |mpersonation Level:

Identify ~|

Security for reference tracking can be provided if authentication is used
and that the default impersonation level iz not anonymous.

-

I OF. H Cancel ]

My Computer Properties

Eeneral I O ptions I Default Froperties
Default Protocols | MSDTC COM Security

il

—Access Permizsions

Y'ou may edit whio iz allowed default access o applications. v'ou may
alzo zet imitz on applications that determine ther own permizsions.

Edit Defaul...

— Launch and Activation Permizsions

'ou may edit who iz allowed by default ta launch applications or
activate objects. ou may alzo zet imits on applications that
determing their own permizzions.

Edit Lirnitz.... Edit Default...

] 4 Cancel Apply
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For the Everybody 21|

group all Access must

Security Limits |
be allowed

Group or user names:

OM+MOUS LOGOMN

The Anonymous logon
must be added if not
already present

ﬁ Everyone

There, too, allow all

access
add... | Bemove |
Permizsions for AMOMYROLS
LOGOM Allow Deny
Local Access O
Remate Access O

ak. I Cancel
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Remote access must
be allowed, too Security Limits |

Group or uzer names:

ﬁANDNYMDUS LOGON

ﬁ Ewveryone

€3 SYSTEM
Add... | Hemowve |
Permizzionz for 57'STEM Al Deny
Local Access O
Fiemote Access O

F. I Cancel
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1.5.3 Windows Firewall
.l-' Conkral Panel

All Programs  #

|4 start

_lojx

File Edit Yiew Faworites Tools  Help .1.’
- - Y - @ -
Q Backh: \J lﬁ 7 Search i Folders
Address I[} Control Panel j Go | Links *
| Mame =~ | Cammenks |:|
E..-- Control Panel @, sounds and Audio Devices Zhange the sound 5.,
gi”Speech Zhange settings for...
Switch to Category ¥ 8 System See information aba. ..
Wi aTaskbar and Skart Menu Customize the Start, ..
ﬁiLIser Accounts Zhange user accou, .,
See Aleo 2 %WHCC Intrnet Settings '-.-'-.-'inC.C Fleible Ir.|ter...
— vindows Firewall Zonfigure the Wind. ..
fv“ YWindows Update T Setuporaddtoa... =

& Licln and © N vI 4| Configure the Windows Firewall i | » i
L DL AN LN 0L —— 2
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Either the Firewall
now activated as a
standard must be
completely deactivated
(Inactive option) ...

... or the TCP Port 135 and the visualization program must be released from the blockade by

the Firewall.

/ Setting up a VisiWinNET Client under Windows XP SP2 / Windows Firewall

%= windows Firewall

General | Exceptions | Advanced |

irewall iz helping to protect your PC

Windows Firewall helps pratect your computer by preventing unauthorized users
fram gaining access to your computer through the [ntermet or a network.

Thiz zetting blocks all outzide sources from connecting to this

computer, with the exception of those selected on the Exceptions tab.

[” Don't allow exceplions

Select thiz when you connect to public network:s in less secure
lozationz, such az airportz. vou will not be notified when Windows
Firewall block s programs. Selections on the Exceptions tab will be
igroned.

@ " Dff [not recommended]

Aeyvoid uzing thiz zetting. Turning off Windows Firewall may make this
computer mare vulherable to viruses and intruders.

What elze should | know about Windows Firewall?

OF. I Cancel
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On the Exceptions
tabulator confirm the
Program and Port
buttons

Name is any (here:
Visu), enter port
number 135, select
TCP option

/ Setting up a VisiWinNET Client under Windows XP SP2 / Windows Firewall 29

%= windows Firewall x|

General  Exceptions I Advanced |

Windaows Firewall iz blocking incaming netwark. connections, except for the
programe and gervices selected below. Adding exceptions allows some progranms
to work better but might increase your zecurity risk.

Programs and Services:

M anme: =
Connection kanager
File: and Printer Sharing
iTunes
Ficrozoft Management Console
Microsoft Visual Studio NET 2003
Femote Assistance
[ Remate Desktop
O UPKP Framewark, —
Wighwiin dugent fiir VW OPC-5erver Konfiguration
Vit inNE T Manager exe
Wisu LI

Aidd Program... Aidd Port.. Edit... Delete |

¥ Display a hatification when Windaws Firewall blocks a program

What are the risks of allowing exceptions?

Ok I Cancel |

Edit a Port x|

I1ze theze settings to open a port through YWindows Firewall. To find the pork
number and protocol, consulk the documentation for the program or service you
wank to use.

M arme; I‘Jisd

FPart rumber: I'I 35

&+ TCF - UDP

What are the rizkz of opening a port?

Change scope... | 2k, I Cancel
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Select the visualization FHFIPENREREFSS x|

program with the
Browse button T o allove communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to search for one that is not lisked.

Programs:
% Demo fiir Fezept Funktionen ;I
PI' Demo fur Sprachumschaltung
2 Demo fiir Trendautzeichnung (]
B Depends

ﬂ Dezktop Pocket PC Emulation

iDiztillationDevice.exe
E D ocFile Viewer
@ Datfuscatar Cormmunity E dition
@ Datfuscatar Cormmunity E dition
[77] etbedded Visual Basic 2.0
] eMbedded visual C++ 3.0 £

Path: IE:WiSMiHWiSMinNET'\Standard'&SampleshE.l Browse... |

LChange scope... | (] I Cancel |

1.6 Troubleshooting with DCOM-Settings

It can occur with some systems that parts of the DCOM settings are not displayed under
Windows XP or settings are not permanently stored. Apparently, the ,MS DTC"
Windows service is affected by the installation of programs. For these cases Microsoft
has pubhshed a patch instruction under the link



http://support.microsoft.com/?scid=kb%3Ben-us%3B891801&x=15&y=9
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